
Find someone who knows how to

Use digital
forensics tools
to investigate

image file such
as autopsy

Analyze packet
capture files

.pcap for
example with

Wireshark

Create and
maintain a GIT

project including
understanding

on version
handling

Run
vulnerability
scanner like
Nessus or

GVM or Nipper
etc.

Familiar with
running

virtualization
platform like
vSphere or
HyperV or

Proxmox etc

Code in
languages

which requires
manual memory
handling like C

or C

Use advanced
reverse

engineering
tools like IDA
or Ghidra etc.

Implement
any type

of
honeypot

Can
generate or
write custom

shellcode

Manage to
insert text and
save your file
using VI or

VIM etc

Understands the
differences of
frontend and

backend logic on
web application
infrastructure

Use traditional
encryption

techniques like
vigenere cipher

or playfair
cipher

FREE

Can read
assembly
code (any)
and identify
basic loops

Familiar with
adding

features to
windows

servers domain
controller

Familiar with
basic malware
analysis tools

like cff explorer
or pestudio etc

Scan for basic
steganography

Familiar with
data analysis
libraries within

Python like
Pandas and

Numpy

Exploit basic
cross-site
scripting

flaw

Has setup
a OSPF
or BGP
routing

Exploit
basic SQL
injection

flaw

Can write a
simple

assembly
program
including

system call(s)

Knows what
does a Linux

bash command
extended with
2> /dev/null

does

Write simple
example
malware
program

Complete
simple binary

exploits
challenges

using GDB or
Windbg etc.
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Find someone who knows how to

Use traditional
encryption

techniques like
vigenere cipher

or playfair
cipher

Can
generate or
write custom

shellcode

Run
vulnerability
scanner like
Nessus or

GVM or Nipper
etc.

Code in
languages

which requires
manual memory
handling like C

or C

Implement
any type

of
honeypot

Create and
maintain a GIT

project including
understanding

on version
handling

Write simple
example
malware
program

Familiar with
running

virtualization
platform like
vSphere or
HyperV or

Proxmox etc

Can write a
simple

assembly
program
including

system call(s)

Manage to
insert text and
save your file
using VI or

VIM etc

Familiar with
basic malware
analysis tools

like cff explorer
or pestudio etc

Can read
assembly
code (any)
and identify
basic loops

FREE

Familiar with
adding

features to
windows

servers domain
controller

Analyze packet
capture files

.pcap for
example with

Wireshark

Exploit basic
cross-site
scripting

flaw

Knows what
does a Linux

bash command
extended with
2> /dev/null

does

Use digital
forensics tools
to investigate

image file such
as autopsy

Complete
simple binary

exploits
challenges

using GDB or
Windbg etc.

Scan for basic
steganography

Familiar with
data analysis
libraries within

Python like
Pandas and

Numpy

Has setup
a OSPF
or BGP
routing

Understands the
differences of
frontend and

backend logic on
web application
infrastructure

Use advanced
reverse

engineering
tools like IDA
or Ghidra etc.

Exploit
basic SQL
injection

flaw
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Find someone who knows how to

Can write a
simple

assembly
program
including

system call(s)

Knows what
does a Linux

bash command
extended with
2> /dev/null

does

Can
generate or
write custom

shellcode

Has setup
a OSPF
or BGP
routing

Can read
assembly
code (any)
and identify
basic loops

Use digital
forensics tools
to investigate

image file such
as autopsy

Familiar with
basic malware
analysis tools

like cff explorer
or pestudio etc

Familiar with
data analysis
libraries within

Python like
Pandas and

Numpy

Use advanced
reverse

engineering
tools like IDA
or Ghidra etc.

Familiar with
running

virtualization
platform like
vSphere or
HyperV or

Proxmox etc

Understands the
differences of
frontend and

backend logic on
web application
infrastructure

Complete
simple binary

exploits
challenges

using GDB or
Windbg etc.

FREE Scan for basic
steganography

Exploit basic
cross-site
scripting

flaw

Use traditional
encryption

techniques like
vigenere cipher

or playfair
cipher

Manage to
insert text and
save your file
using VI or

VIM etc

Run
vulnerability
scanner like
Nessus or

GVM or Nipper
etc.

Write simple
example
malware
program

Create and
maintain a GIT

project including
understanding

on version
handling

Familiar with
adding

features to
windows

servers domain
controller

Analyze packet
capture files

.pcap for
example with

Wireshark

Implement
any type

of
honeypot

Code in
languages

which requires
manual memory
handling like C

or C

Exploit
basic SQL
injection

flaw
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